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SYMBIOSIS LAW SCHOOL, NAGPUR

A constituent of Symbiosis International Deemed University Pune
Re-accredited by NAAC with ‘A’ Grade

WEBSITE, MEDIA AND PR CELL

Organizes

VALUE ADDED COURSE
On

CYBER LAWS

Symbiosis Law School, Nagpur (SLS-NG) is established to cater to the diverse
need of the legal profession. SLS Nagpur offers two five year integrated
undergraduate programmes namely BBA LL. B and BA LL.B and LL.M
programme. SLS Nagpur believes in holistic development of young legal minds
and ensures that the teaching learning process perforates beyond classroom by
planning various curricular and extra-curricular activities. The curriculum
enrichment is ensured with the involvement of judges, eminent lawyers,
International Jurists, academicians, Industry experts etc. We also provide value
added courses that facilitates holistic development of our students and mold
them into competent Global Citizens ready to serve the society at local, National
and International levels.

COURSE PERSPECTIVE:

Cyber Law is a major necessity in the country with the growth and advancement
of technology. Cyber law not only governs the cyberspace but has captured entire
world right from privacy of your personal data stored online to your social media
posts to your demat share trading account. Every human kind using digital
technologies such as apps, emails, social media, smartphones, online banking,
online shopping etc. is counterfeited by cyber crimes.

The increased access of internet has also made it vulnerable to crimes like
phishing, hacking, cyber terrorism etc.

Child pornography, stalking and online abuse is on the rise in the cyberworld
leaving many unanswered questions in the minds of the people. The users of




cyberspace are increasing manifold which in turn leads to the necessity of robust
laws governing these users.

Keeping this view in mind Symbiosis Law School, Nagpur is conducting a value-
added course on Cyber Laws from 30th July,2021 to 14th August, 2021.

COURSE OBJECTIVES:

» This capsule course will be interactive and going to benefit all in the terms
of professional growth.

» The course on cyber laws gives you an introduction into the cyber world and
laws that governs it. Everyone must have an understanding of the rights
and responsibilities of being on the internet.

» The course is designed to expose the students to the existing legislations,
the comparative jurisprudence, the emerging challenges and the balance of
freedom of expression and accountability. This course aims to lay a strong
foundation to understand and deal with the cyber operations in professional
as well as personal front.

COURSE SYLLABUS:

1. Overview of Cyber Laws

[. Introduction to the concept of Cyber laws covering Legislative,
Judicial, Quasi-judicial, Investigative.
II. Scope of Cyber laws
- Online Contracts
- IPRS
- E-governance
- Cyber law in India with special reference to IT Act, 2000

2. Cyber Crimes

[. Introduction and classification
II. Cybercrime and related concepts
- Cybercrimes and their objectives
- Kinds of cybercrime — cyber stalking, cyber pornography, forgery
and fraud, crime related to IPRs, cyber terrorism, Data Privacy &
confidentiality, Digital Signature, Freedom of speech,
Information & Traffic Data, Intermediaries, Malware,
Unauthorized Access and Violation of privacy.
- Reasons for commission of cyber crime




- Cyber forensic
3. Regulation of cyber crimes

- Issues relating to Investigation

- Issues relating to jurisdiction

- Issues relating to evidence

- Relevant provisions under IT ACT, 2000
- Indian Penal Code

- Evidence Act.

4. IPR in cyber space
- IPR- Overview
- Copyright Issues in cyberspace
- Trademark issues in cyberspace

5. Cyber Security

METHOD OF LEARNING:
This is course would be taught via online mode through Google Meet/Microsoft
teams link.

COURSE COMPLETION REQUIREMENT:
A minimum of 75 % attendance is mandatory.

Those students fulfilling the attendance criteria will only be allowed to appear
for the examination. (Exam shall be in the form of MCQs)

An E-certificate of the course will be issued to the students on the successful
completion of the course by scoring a minimum of 50%.

The course will be conducted through Google Meet/Microsoft teams and the link
will be forwarded to the registered students on 30th July 2021.

COURSE SCHEDULE:
Course is scheduled from 30/07/2021 to 14/08/2021(Excluding Sundays).
Timings shall be between 5 pm to 8 pm.

TO REGISTER:



https://forms.gle/zzsoTLJ5FN4398gT8

